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Logging on

To access the ASI event log managemédatility from any device with Internet access, starup your
browser and enter the following URL in the address box:

1 https://nanoheal.org/main
1 Substitute nanoheal.org with the URL of the ASI server your sites log to.

After you press enter, the logon scren will appear. Enter your user name and password, and click
iIT OEA O/ +6 AOOOIT 10 POAOO OEA %l OAO EAU 11 Ul OO

This will take you to theWelcome page (see below). You are now ready to start using the ASI event
log management facility.

events: ad-hoc query | filters | notifications | console | reports
assets: gueries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

\ ~ user: hfn [login as new user]
Welcome site filter: off [zet sice filrer]
March 29, 2004

Event Management

= ad-hoc query: create and run 2 one-time ad-hoc query based on a filter,
» filters: manzge query filters,

= notifications: manzge notifications.

.

-

console: view notifications.
reports: manage reports.

Asset Management

® gqueries: manage and run queries.
= console: manage assets,
= changes: view changes to assets,
= peporls: manage reports,

Site Management

= confiquration
= updates

Information Portal

= eventreports
= assetreports
.

Provisioning

= products
= sites

= metering
= audit trail

Tools

-
™
S
2
£

At the top right-hand corner of every page on the ASI server, under the navigation bar, you will find

the link user <name of user currently logged in > [Log in as new user]. When you click on the

[Log in as new user] link, the logon screen will appear. Ent@nother user name andassword, and

Al EAE 11T OEA O/ +6 AOOOIT 10 POAOO OEA %l OAO EAU i
ASI server as the new user.
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Event log management facility navigation

You can access event management modules by clickingtbe links under theEvent Management
heading on the Welcome page (see above), or to the right of the events: label at the upper Aght
hand corner on any page on the ASI management server.

The event log management facility modules include:

Ad-hoc query : create and run a onetime ad-hoc query based on a filter.
Filters : manage query filters.

Notifications : manage notifications.

Console: view notifications

Reports: manage reports.

=A =4 =4 =4 A

Site filtering

Directly under the user link on any page on the ASI server, yavill find the link site filter : <off or
on> [set site filter ]. Clicking on this link will take you to the Site Filter page shown below.

events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

Sit user: hfn [log in a5 new user]
Site Filter site filter: off [s2t site filter]
May 01, 2003

[top | bottom | sites ]

site Filter: ¢ on @ Off
When the filter is an, only data fram the sites checked below will be shown,

[check sl | uncheck all]

[V cCorperate Ink

¥ HFN Development
[check all | uncheck all]

Update Site Filter I

[top | bottom | sites ]

At the top of the page, right under the&Site Filter header, and at the bottom of the Site Filter page,
you will see three links to help you navigate the page:

1 [ top | bottom | site filters ]

The site filter function accessed via the Site Filter page, lets users with access to multiple site
dynamically select the sites whose information they want to access, or on which they want to
perform problem resolution, system management or maintenance activities, at any one time.
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The On and Off radio buttons let you quickly turn site filtering on and off withouthaving to de
select the sites whose information you had previously chosen to view. The last site selection you
made is retained so that if you want to go back to it all you need to do is turn site filtering on using
the ON radio button.

The [check all | uncheck all] links on the Site Filter page are seléxplanatory. You can use the
latter to quickly de-select sites chosen previously before making a new selection. The former is
useful when you want to exclude only a few of the sites you have access. Saigddill sites with the
[check all button and then individually de-selecting the few you are not interested in is much
easier and quicker than selecting all the sites whose information you want to access individually.

As stated above, site filtering lets yoaccess event, asset and site information only for selected sites.
This means that all queries, reports run on demand, site configuration and updaaetivities and
census and asset information will cover only the sites you selected.

You should note that wih regards to reports, ondemand execution refers to event reports
configured with an immediate run time, and asset reports run using thergin ] link to the left of an
asset report entry on the Asset Reports page.

Regardless of whether site filtering is oror off, all scheduled notifications and reports will continue
to cover the sites they were originally configured for. Site filtering for scheduled notifications and
reports is handled in a different manner.

Ad-hoc Event Query Form

Clicking on thead-hoc query link under the Event Management heading on the Welcome page or
to the right of the events label at the upper righthand corner on any page on the ASI management
server, will take you to theAd-hoc Event Query Form page shown below.
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events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

October 10, 2002

Ad-hoc Event Query Form User: hn

Event Queries: . 0
Toidas st hold e Configuration” changes

‘ctrl'and click again. AdﬁPYE' Changes

EI Edit a Query Filter

[4dd a Query Filter]

(Mac: command key) All except process starfend £dd a Ouery Filter’
All except process slarlfend - dasag

Application changes >| Search

Select Additional Search Criteria for Events:

Customer: all >
Date/Time from:  [October =] [3 =][2002 =] [00 =].[00 =]
Date/Time to: [Ocerer =] 1o =l[eoiz 5] [e3 =] [9 =]

Machine: all hd

Narrow Your Search (optional):

Serip number; ET =l

Type: all ud

Executable: I
Window Title: |
Text: |

Select Display Options:

Number of Results
20 x
per Page:

Refresh Page

Every (in |never 'I
minutes):
Search |

Please notethat clicking on the [Edit a Query Filter ] link to the right of the right of the Event
Queries list will take you to the Query Filters page. It will not take you to the edit page for the
query filter that you might have selected in theEvent Queries list.

Scrip number

Each Scrip (automated procedure) in the ASI, be it symptom detection, problem resolution or
system management procedure, is identified by a number. The following table provides a elire
description for the Scrips currently implemented:

Serip Scrip Description
Number
0 Client Internal Error Log
6 Memory Statistics
8 Orphaned Log File Sent as Attachment
9 Scandisk Execution
10 Scandisk dialog box creation
12 Symantec Virus Definition Management
13 Virus Scan Dialog Box Creation
14 MS Internet Account Dialog Box Creation
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15 Anti Virus Scan Execution

16 MS Internet Explorer History Folder Dialog Box Creation
17 Executable Detected

18 ASI Client Shutdown / Re-start

19 Disk Defragmenter Execution (MS Windows 9x and Me)

20 Disk Defragmenter Dialog Box Creation
21 File / Folder Deletion Dialog Box Creation
24 Silent log Check

26 Executable Usage Profiler

27 System Startup Environment Control

38 Fault Detected

42 Password Lockout Resolution

43 ASI Client Tools
45 Port Probe Detected

46 Error Dialog Box Creation

47 Warning Dialog Box Creation
48 Information Dialog Box Creation
49 Question Dialog Box Creation
50 Process Creation Detected

51 Process Completion Detected

60 Clean Folders

61 System Survey

62 ScandiskFiles Clearup (MS Windows 9x and Me)
63 ASI Client Startup

64 ASI Client Shuidown

65 Traceback Information on Client Internal Error
68 User Has Changed System Date and Time

69 Chkdsk Files Cleawup (MS Windows NT4, 2000, XP, arerver 2003)
70 Software Installation Detected

71 Software Removal Detectd

72 Scandisk Log Produced at Staxp Found

73 System Restart

74 Printer Added / Removed

76 Netscape Preferences Dialog Box Creation

77 Windows Event Log Change Detected

79 Eudora Mail Preferences Dialog Box Creation Detected
80 Pegasus Mail Preferences Dialog Box Creation Detected
84 Network Connectivity Status

86 Synchronization of System Clock with Time Server
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87 Difference between System and Time Server Clock Exce&isnfigured Threshold

88 Network Devices and Services Availability

89 Scheduled Program Execution

90 McAfee Virus Definition Management

92 Disk Defragmenter Execution (MS Windows NT4 and 2000)
93 Report Running Processes

94 Dialog Box Creation

95 Logical Disk Statistics

96 Processor Statistics

97 Physical Disk Statistics

98 Network Statistics

100 File Distribution and Retrieval

101 Printer Installation and Removal

164 Email Attachment Filtering Log

165 File Download Filtering Log

174 User Logonlogoff tracking

175 McAfee VirusScan Executions

176 Service Restart (MS Windows NT4, 2000, XP, and Server 2003)
177 Scrip Configuration Update

178 Microsoft Windows Networking Denied Access
187 Machine List Management

188 Email Attachment Filtering

189 File Download Filtering

191 TCP/IP Connectivity Problem Management
192 Program Execution Control

196 Software Patch Application

197 Network Configuration Change Detected
199 Registry Change Detected

201 Network Device Driver Management

208 Software Update

211 Disk Defragmenter Execution (MS Windows XP and Server 2003)
212 Scheduled Program Execution

213 Scheduled Program Execution

214 Scheduled Program Execution

215 Scheduled Program Execution

216 Print Queue Problem Resolution

217 CleanFolders

218 Clean Folders

219 Clean Folders
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220 Clean Folders

221 Clean Folders

222 Report File Attributes

223 ASI Client Installation and Deployment
225 Directory and File Change Detection and Prevention
227 Process and Service ShutdowRestart

228 Network Packet Filtering

229 Application Provisioning

230 Application Metering

231 Client Heartbeat

232 Intrusion Protection Control

233 System Startup Environment Management
236 On-demand Remote Control

238 Symantec Anti Virus Definition Dated.og
239 McAfee Anti Virus Definition Dates Log
240 Intrusion Protection Management

Type

Typerefers to the type of dialog box detected. Currently, the ASI detects four types of standard Microsoft
Windows dialog boxes as separate events:

Error
Warning
Information
Question

= =4 -4 =4

These are the values that can be selected for this entry using the pdbwn menu attached to the
entry box.

However, we should note that Scrip 94 detects dialog boxes of the types listed above, and all others.

Executable

ASI detectsprocess startOD | AOAAOCET 1 @ AT A AT i PIl AOGETT A O All b«
system. Executable information is also captured when other events are detected, for example

application or system crashes. Using this entry, you can identify all occurrenceka specificprocess

Window Title

With this parameter, you can select dialog boxes by their title. This can be particularly useful for

selecting important events (e.g. errors) generated by a specific application. For example, the query

AE1 OAO O1DODI ®ETAOCODITE AT A OAOOOT All ET OOAT AAO i
Microsoft Word.
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Text

You can use this entry for single keyword queries of all information logged by the ASI Client

running on the enduser system, including window text content, mesages detected, Fault types,

OAOGE 1T Ai AOGh EAEI AA 52,80 j OUPEAAIT U AOA OI 1 EOOPA
reports, fault information, and detailed logs of the tasks performed by every Scrip.

Query Filters

The ASI event log managrent facility lets you create and save query filters that you can rese
when querying the event log database. Once you add a query filter, you can select it by clicking on it
in the box next to the Query Filters label in the Athoc Event Query Form page.

You can select one query filter at a time or you can select multiple query filters by keeping the Ctrl
key on your keyboard pressed while clicking on the query filters you want to select.

Executing a query with multiple query filters selected will retrieveevents that meet the criteria of
ATu T &£#7 OGEA OAI AAOAA NOAOU £EI OAOOG8 )1 1T OEAO x1 OAO
selected query filters.

To deselect a query filter, click on it while holding down the Ctrl key.

You can add query filtes that you would like to save for future reuse by clicking on the Add a
Query Filter link.

When you want to edit a query filter you click on the Edit a Query Filter link. This will take you to
the Query Filters page.

Please refer to the ASI Event Log Magement Query Filters document for a complete listing of
query filters currently available.

You can access this document and download it by clicking on tQeiery Filters Examples hyperlink
on the Help Index page or on the some examples link at the bottorhtbe Add a Query Filter page.
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Event Query Results

events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

Event Query Results Odober 10, 2002

Click on 'detail' button for complete information.
Click on column header to sort by column.

Or try a New Query

Events 1 through 26 (of 26)

€Previcus Next->
customer servertime priority | machine description type executable text

pewail  CompuWorks Systems 2002-10-10 09:24:22 7 dave Fault Detected URLMOMN.DLL Access violation
petail | Central Catholic High School 2002-10-10 09:21:14 |7 209 Fault Detected clipbrd.exe Access violation
petail Hezalth and Disability Working Group 2002-10-10 08:56:57 7 hdwg-12 Fault Detected KERNEL32.DLL  Access violation
Detail | Fall River 2002-10-10 08:43:02 7 dhs746 Fault Detected QLEAUT32.DLL  Access violation
betail  Central Catholic High School 2002-10-10 08:30:22 7 508 Fault Detected hpfsplsh.exe Paging error
Detail | Dynamics Research Corporation 2002-10-10 08:25:29 7 drca03473 | Fault Detected ntdil.dll Access violation
petail  Central Catholic High School 2002-10-09 18:15:13 7 21132 Fault Detected AUTOPLAY.EXE Access violation
petail  Central Catholic High School 2002-10-09 18:12:57 | 7 21132 Fault Detected AUTOPLAY.EXE Access violation
petail  Central Catholic High School 2002-10-09 18:12:51|7 211a2 Fault Detected AUTOPLAY.EXE Access violation
pewil | Computer Breakthrough 2002-10-09 17:40:01|7 saraht Fault Detected BONEDA~1.SCR Access violation
petail | Skyline Connections 2002-10-09 17:19:22 |7 gentesimple Fault Detected Whhook32.dll  Access violation
petsil | Dynamics Research Corporation 2002-10-09 16:58:32|7 drca03892 | Fault Detected wtrack.exe Access violation
betail | Cantral Catholic High School 2002-10-09 16:32:04 7 211a2 Fault Detected AUTOPLAY.EXE Access violation
betail  Central Catholic High School 2002-10-09 16:31:09 7 211a2 Fault Detected AUTOPLAY.EXE Access violation
Detail  Central Catholic High School 2002-10-09 14:05:54 7 505 Fault Detected WGRADE32.EXE Access violation
Detail | Computer Breakthrough 2002-10-09 13:29:23 7 saraht Fault Detected BONEDA~1.SCR Access violation
Detail | Skyline Connections 2002-10-09 12:37:50 7 gentesimple Fault Detected Whbhook32.dll  Access violation
pewil | Central Catholic High School 2002-10-09 12:28:35|7 go7 Fault Detected mshtmled.dll Access violation
petail | Central Catholic High Schoal 2002-10-09 12:19:45 7 go7 Fault Detected mshtmled.dll Access violation
petail | Central Catholic High School 2002-10-09 11:15:59|7 go7 Fault Detected mshtml.dll Access violation

As the name suggests, the Query Results page reports the results of a query of the ASI event log
database. As you can see from the page shown above only selected database fields are reported.
Queryresults can be sorted based on any of the fields, except for the Text field, by clicking on the
column header for each field displayed in the Query Results page. The default sorting order is by
date descending (i.e. latest date first). Clicking on a colunmeader a second time reverses the sort
order.

We should also note that the date and time listed under the servéme column is the date and time
taken from the server on which the event log management facility resides, i.e. the date and time at
which the Scrip log was received by the server not the time at which the Scrip was executed on the
OOA0O60O OUOOAI ns

Clicking on the Detail button will take you to the Event Detail page shown below.
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events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates
provisioning: products | sites | metering | audit
information portal: event | asset | change | meter

tools: admin | census | help

. user: hfn [log in as new user]
Event Detail site filter: on [zt site filter]
Decernber 11, 2003

Click 'back' on your browser to return to the query results or perform a new guery.
You can also view 3 description of scrip 50 which provides more information about the fields on this page.
You may also see events occuring about the sams time on this system, and its asset information.

Client time: 2003-12-08 14:41:19
Servertime: 2003-12-11 23:02:52
Scrip number: 50

Customer: CBE Technologies

Machine: carlsonb

UuID:

Username: SYSTEM

Client version: 1.003.1256.8M

Priority: 1

Description:  Process Creation Detected

Type:

Path: C:\Program Files\Online BackupyOLBackup.EXE
Executable:  OLBackup.EXE

version: 6.2,617

Size: 2547778

1D: 1]

window title:

String 1: Friday, December 13, 2002 07:12:28
Text 1: -BO -S

Text 2: 00000BAD

Text 3:

Text 4:

The content of each entry in the Event Detail page varies dependion the Scrip that was triggered

Au OEA AOAT 08 01 AAOGA OAEAO OiF OEA %OAT O $AOAEI DA
page. You can access them directly from Event Detail page by clicking on the view a description

hyperlink.

Clicking an the events occurring about the same time link will take you to a page that lists the
events that took place on the system in question within an interval of +ten minutes.

Clicking on the asset information link will take you the Asset Detail page of tisgstem whose ASI
client reported the event.

Detail pages for the logs of Scrip 38 (Faults detection and reporting), Scrip 77 (MS Windows event
log event detection and reporting and 94 (Dialog box detection and reporting) also contain a
knowledge base link(see below). Clicking on it will take you to the Support Query Module (SQM).
Please refer to the Automated Support Query Module User Guide, accessible throtighHelp Index
page, for a detailed description of its capabilities and operation.
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events: ad-hoc guery | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | meterng | audit

information portal: event | asset | change | meter

tools: admin | census | help

Event Detail e A ey ]
Movember 14, 2003

Click 'back' on your browser to return to the query results or perform a new guery.

You can also view a description of scrip 94 which provides more information about the fields on this page.
You may also view results of knowledge base searches about the symptom reported by this event.

You may also see events gccuring about the same time on this system, and its asset information.

Client time: 2003-11-13 23:26:08
Servertime: 2003-11-13 23:54:10
Scrip number: 94

Customer: McConney Enterprises
Machine: pavilion

UuID:

Username: Yasuhiro McConney

Client version: 1.006.1669.BM

Priority: 2

Description:  Dialog Box Creation

Type:

Path: C:\PROGRAM FILES\AIMAEYAIM.EXE
Executable: AIM.EXE

version:

Size: 1]

ID: [}

Window title: MissP223's Buddy List Window
String 1:

Text 1: Your way message is on

MissP223's Buddy List:

Prices delayed at least 15 min.
Text 2:
Text 3:
Text 4:

Query Filters

Clicking on the filters link at the top righthand corner of any page on the event log management
facility will take you to the Query Filters page.

At the top of the page, right under the Query Filters header, and at the bottom of the Query Filters
page, (see figure below) you will see four links to help you navigate the page:

T [top | bottom | add | filters ]

You will find these links also at the bottom of the Query Filters page.
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Event Query Filters

[ top | bottom | add | filters

| Action

I Name

1
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events: ad-hoc query | filters | notifications | console | reports
assets: queries | consaole | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

September 12, 2002
User: hfn

Filter String

[edit]
duplicate
delete

"Configuration"
changes

(textl LIKE '% config%') AMD ((textl LIKE "% upd%') OR (textl LIKE '$trernou9s') OR (textl LIKE '$% add 9') OR (textl LIKE '%deletss')
OR (textl LIKE 'Fcreatd’) OR (textl LIKE '$onstal3') OR (textl LIKE 'S%changd')) AND scrip!=54 AND scrip!=59 AND scrip!=85 AND scrip!
=83

edit
duplicate
delete

Adapter changes

(textl LIKE 'Sbadapterdt') AND ((texti LIKE '9% upd3%') OR (textl LIKE 'Soremouvdh’) OR (textl LIKE '96 add 9') OR (textl LIKE 'Sbdeletdh')
OR (textl LIKE '%creat3s') OR (textl LIKE '$nstal3%') OR (textl LIKE '%changd')) AND scrip!=54 AND scrip!=53 AND scrip!=85 AND scrip!
=83

edit
duplicate
delete

All except
process
start/end

scrip '= 50 AND scrip '= 51

edit
duplicate
delete

All except
process
start/end -
dasag

scrip 1= 50 AND scrip |= 51 AND machine = 'dasag’

[edit]
duplicate
delete

edit

[duplicate
delete

Application
changes

Bar changes

(textl LIKE '%applicat®') AND ((textl LIKE '% upd%') OR (textl LIKE '%remove’) OR (textl LIKE '9% add %') OR (textl LIKE '%delet%")
OR (textl LIKE '%creat¥’) OR (textl LIKE '%onstal®') OR (textl LIKE '%chang9%')) AND scrip!=54 AND scrip!=59 AND scrip!=85 AND scrip!
=83

(textl LIKE '%bar %') AND ((textl LIKE '% upd%') OR (textl LIKE '%remov%') OR (textl LIKE '9% =dd %') OR (textl LIKE 'delet%') OR
(textl LIKE 'Jbcreat¥') OR (textl LIKE '%nstal%') OR (textl LIKE '%chang96')) AND scrip!=54 AND scrip!=59 AND scrip!=85 AND saip!=83

edit
duplicate
delete

CcMail execution
event

((executable = 'wmail.exe') OR (executable = 'cemail.exe') OR (executable = 'winmail.exe')) AND (scrip = 50)

edit
[duplicate]
delete

Change
properties -
adapter,
gateway

(textl LIKE '%properties%s') AND ((textl LIKE '9eadapter®s') OR (textl LIKE '$tgateway')) AND ((textl LIKE '%chang%') OR (textl LIKE
'S6defing') OR (textl LIKE '% update®') OR (textl LIKE '9%selectt') OR (textl LIKE "%brnatch') OR (textl LIKE '3% set%'))

Adding and Saving a Query Filter

To add a query filter you can click on the add link at the top of the Query Filters page, on the

[Add a Query Filter] link on theAd-hoc Event Query Form page, or on the [Add a Query Filter] link
that can be found on the add, edit, or duplicate pages for notifications and reports.

Clicking on any of these links, will take you to the Add a Query Filter page as shown below.
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events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

September 17, 2002

Add a Query Filter Usar hfn

To add a query filter to your query page, enter the information below:

Name: |SMTP service notavailable

iscrip = 88) AND (text2 LIKE '%tcp%') AND (textZ LIKE '%,25,%') _‘_}

Query Filter:

Global:

Add

raset I

Tip: ¥ou can create advanced searches by
wriving condivional svavemenvs like
this:
(#oenef LIKE '$access2') MMD (Heoexef NOT LIKE '#amiczesoft accesst!)
There:
$rent$ -~ represents the teat in the database
Operatozs:
MDD -- logical AWD
OR == lsgical OR
HOT == nezation operator uzed wivh LIKE
LIKE -- similar e '=' but you can use the wildcard character
= -- aqual to (axacs match--no wildcards!)
1= == not aqual to (axact match--no wildcarde!)

The wildcard character is '&'

Here are zome emawplez of zaved zearches

The pag is fairly selfexplanatory. A few things to note are:

1 The current limit to the name of a query filter is 50 characters including spaces. Query filter
names can be changed.

1 Privileged users can define a query filter to be either local or global by checkithe checkbox
to the right of the label Global.

Privileged users are the only ones that can create query filters that are global. Nprivileged users
AT180 OAA OEA '11TAA1 AEAAEAT @8 '11AAl RNOAOU £
userwith a local query filters with the same name as a global query filters will see the local query
filters instead of the "global” one. In general, a privileged user will create global query filters (the
default setting) if he/she wants other users to be al@ to use the query filter. If he/she wants to

create a query filter for administrative or testing purposes, he/she would create a local query filter.

M
O
o

You should note that for global query filters, there is only the one record. Any changes a privileged
user makes to the global query filter will impact all users. If you want to change a global query filter
for testing or administrative purposes before making any changes you should make a duplicate of
the query filter, and mark that copy as local (i.e. unchecke global box).
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Ignore the two # signs bracketing the word text in the query filter example given on the page.
Instead of #text# you should simply use the name of the fields of the database. They are:

Clientsize
Clienttime
Clientversion
Customer
Description
Executable
id

machine
path
priority
scrip
servertime
size
stringl
string2
textl

text2

text3

text4

type

uuid
username
version
windowtitle

E BN . T B B B B B B N B BE RE S B B B B B

In order to better check query syntax you might want to use any text editor or word processor to
build a searchand then copy and paste it into the Filter String box on the Add a Query Filter page
once you are satisfied that query syntax is correct.

Clicking on the some examples hyperlink will take you to a page with sample Query Filters (See

below). You can use thge examples as starting points for your own searches by selecting the text
OAPOAOGAT OET ¢ ATU TTA NOAOU &£EI OAOh AT PUEIC EO | #4
bar and then Copy), and pasting it (CTRL+V or selecting Edit from the browser menu bad Paste)

into query filter text box to the right of Filter String on the Add a Query Filter page.
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events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

Saved Search Examples

The table below contains all the HandsFree Networks Web log database searches saved to date. This document is for your reference. 1t can also be
used to edit current searches and add new ones.

Name Search String

(textl LIKE '% config9') AND ((textl LIKE '9%6 upd%') OR (textl LIKE 'Séremov9') OR (textl LIKE '96 add 9') OR (textl
"Configuration® changes |[LIKE '96delet3") OR (textl LIKE '96creat9%') OR (textl LIKE '96nstal9e') OR (textl LIKE '9%changd')) AND scrip!=54 AND
scrip!=59 AND scrip!=85 AND scrip!=83

(textl LIKE '%hadapterds’) AND ((textl LIKE '96 upd3e') OR (textl LIKE 'Seremov3s') OR (textl LIKE '96 add %') OR (textl
Adapter changes LIKE '96delet%') OR (textl LIKE '%creat%’') OR (textl LIKE '9%nstal%') OR (textl LIKE '36chang%')) AND scrip!=54 AND
scrip!=59 AND scrip!=85 AND scrip!=83

All except process

in 1= ip 1=
<tartfand scrip != 50 AND scrip != 51

(textl LIKE '%applicat%") aND ((textl LIKE '% upd%') OR (textl LIKE '9%eremov%') COR (textl LIKE '% add %') OR (textl
application changes LIKE '96delet9s') OR (textl LIKE 'Secreat9%’) OR (textl LIKE '96nstal%') OR (textl LIKE 'S6chang%:')) AND scrip!=54 AND
scrip!=59 AND scrip!=85 AND scrip!=83

(textl LIKE '%bar %') AND ({textl LIKE '3 upd3') OR (textl LIKE 'Séremov3') OR {textl LIKE '3 add 36') OR (textl LIKE
Bar changes '9edelet%s') OR (textl LIKE '96creat$') OR (textl LIKE '%nstal%s') OR (textl LIKE '$%chang%')) AND scrip!=54 AND scrip!
=59 AND scrip!=85 AND scrip!=83

(textl LIKE 'Sepropertiesss') AND ((textl LIKE '96adapterss'y OR (textl LIKE '9%gateway9s')) AND ((textl LIKE 'sechang9e')
OR (textl LIKE '36defin%') OR (textl LIKE '9 update%') OR (textl LIKE '3selec%') OR (textl LIKE 'Sematch9e') OR (textl
LIKE '3 set%'))

(textl LIKE '%properties®s') AND ((textl LIKE 'Stapplicationss') OR (textl LIKE '%6file%')) AND ((textl LIKE 'S6chang%')
OR (textl LIKE '96defin%') OR (textl LIKE '96 updatess') OR (textl LIKE 'Sselecs') OR (textl LIKE '96match9e'y OR (textl
LIKE '36 s2t%'))

(textl LIKE 'S%propertiesds') AND ((textl LIKE '9abuttongs') OR (textl LIKE '96har9s')) AND ((textl LIKE '9%6chang%') OR
(textl LIKE '%defin') OR (textl LIKE '% update%') OR (textl LIKE '9%selec%s’) OR (textl LIKE 'Sématch%') OR (textl
LIKE '3 set%'))

(textl LIKE 'Seproperties®') aND ((textl LIKE '%modem%') OR (textl LIKE '%server')) AND ((textl LIKE '$%echang%%') OR
(textl LIKE '%defings'y OR (textl LIKE '9% updateds') OR {textl LIKE '96selec9s'y OR (textl LIKE '96matchoe') OR (textl
LIKE '% set%")

Change properties -
adapter, gateway

Change properties -
application, file

Change properties -
button, bar

Change properties -
modem, server

Once you have entered query text into the box next to the Filter String label, pressing the Add
button will take you to the Query Filter Added page ashown below.

events: ad-hoc query | filters | naotifications | console | reparts
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

. ber 31,
Query Filter Added S
You have submitted & Saved Search called Scrip configuration update which cantaing the text:

(scrip =177)

Return to the Search List or Run & Query,

The Query Filter Added page serves simply the role of confirming the operation just completed.
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Editing a Query Filter

Clicking on the [edit] link to the left of a query filter name will take you to the Edit a Query Filter
page shownbelow.

events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

September 17, 2002

Edit A Query Filter User: hfn

To edit a gquery filter, modify the information below:

Name: |SMTP service not available

(serip = 88) AND (text2 LIKE \'%tepk\') AND (textZ LIKE 4'%,25,%\') AND (text2 =+
LIRE 'Smail.attbi.com%')

Search String:

Global: ~
e
Tip: ¥ou can creave advanced searches by
writing conditional stasements 1ike
(Boentf LIKE ‘'®access?') AND (Fvexeof NOT LIKE ‘®wmiczosoft access?')
The
$oexe¥ -- represents the tent in the dacabase
Operavors:
AFD  -- legical 2ND

OR  -- legical OR
WOT -- negation opazater used with LIKED

LIKE -~ similar te '=' but you can use the wildcard characte:
= -- equal to (exact match--ne wildcards!)

1= -- net squal to (axact match--no wildcards!)

The wildcard characker is '&'

Here are zome cxamples of saved seaszches

On this page, you can:

1 Change the name of a query filter by simply typing on the text box to the right of Name.
1 Edit a query filter by typing directly into the query text box to the right of Filter String.

Privileged users can change a global quy filter into a local one by unchecking the Global checkbox,

unless there are notifications and reports based on the global query filter. In this case, a privileged

user cannot turn a global query filter into a local one. The Global checkbox on the EadiQuery Filter

page is grayed out and the following phrase is displayed to the right of it: (This Query Filter must

remain global because there are Notifications and Reports that rely on it.).

Non-D OEOEI ACAA OOAOO AT 180 OAAandusdglobal duekydiitersAFEAAEAT @8
they make any changes to a global query filter, a new local copy is created automatically, so that

they never can directly edit a global query filter. In this way, nosprivileged users have their own
"personalized"” copy d the query filter. If they don't change the name, the original global query filter

x 160 OEi x ObP ET OEAEO 1 EOOh 111U OEA 11TAA1I Al DU
the global and local query filters. If, at some point, they delete thecal copy of a global query filter
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with the same name as a global query filter, the global query filter will rappear in the list on the
Query Filters page.

Once you have finished editing the query, clicking on the Submit button below the query text box
will take you to the Query Filter Updated page shown below.

events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

Query Filtar Updated Saptamber.2a, 2002

You have edited a Saved Search called SMTP service not available which contains the text:

(scrip = 88) AND (text2 LIKE '96tcp9’) AND (text2 LIKE '%,25,%') AND (text2 LIKE '%mail.attbi.com9’)

Return to the Search List or Run a Query.

Duplicating a Query Filter

In some instances, it may be useful to use a query filter as template for building other query filters
that may differ from the template only in one or twoparameters.

For example, you may want to create a query filter that retrieves connectivity issues only for one
system. To do this, you would click on the [duplicate] hyperlink at the left of the Connectivity issues
query filter. Doing this will take you tothe Duplicate a Query Filter page showbelow

events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | meterng | audit

tools: admin | census | help

Septernber 17, 2002
User: hfn

Duplicate Query Filter

Make any desired changes below, then click the submit button:

Name; |DNE service not available - 198.6.1.1

[scrip = B88) AND (text2 LTIRE 'itep,S53%') AND (text2 LIKE '%198.6.1.1%')| | —

Search String:

H
Global: v
esn
Tip: Wou can create advanced seacchar by

writing condivional statements 1ike
this:

(foexc# LIKD 'baccessé') AWD (#vexs# NOT LIKE 'Smicrosofe accesss')
Uheza:
#uextd —- zepresents the temt in the database

Operatozs:

BND  -- logical AWD
OR == legical OR

HOT ~-- negavion operaver used wivh LIKE

LIKE -~ similac to '=' but you can use the wildcard character

= == equal ©e (exact mavch--ne wildcacds!)
1= == not equal o (exact mabch--no wildcazds!)

The wildcard charactar i= ‘%'

Mexe azre zoms sxanples of saved seacches
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)T OEEO AAOAR Ul Oname@makhinkddh i ABEECA GEArT A A T &£ O
reflect its modified content, and click on the Submit button. This will take you to the Query Filter
Duplicated page shown below.

events: ad-hoc query | filters | notifications | console | repaorts
assets: gueries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

September 17, 2002

Query Filter Duplicated Usar: hfn
You have edited a Saved Event Query called DNS service not available - 198.6.1.1 which contains the text:

(scrip = 88) AND (text2 LIKE '%tcp,53%') AND (text2 LIKE '%198.6.1,1%")

Return to the Event Filters List or Run an Ad-hoc Event Query.

Deleting a Query Filter

On the Query Filters page you will also be able to delete query filters. Clicking on elete button
to the left of any search name will take you to the Delete a Query Filter question page shown below.

events: ad-hoc query | filters | notifications | console | reports
assets: quenes | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: svent | asset | change | meter

tools: admin | census | help

September 17, 2002

Delete A Query Filter User: hfn
Do you really want to delete DNS service not available - 198.6.1.1 which contains the string below?

(scrip = 88) AND {text2 LIKE '%tcp,53%') AND (text2 LIKE '%198.6.1.1%")

Y¥es]  [Nol

Clicking onNo will take you back to theQuery Filters page. Clicking on Yes will take you to the
Query Filter Deleted page shown below.

events: ad-hoc query | filters | notifications | console | reports
assets: queries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

Saptember 17, 2002

Query Filter Deleted Usér: hin

Saved Event Query deleted,

Return to the Event Filters List or Run an Ad-hoc Event Query.

A user cannot delete a query filter used by notification(s), or report(s), or one he/she did not
create. In this way we avoid inadvertent mistakes that would affect a large number of users. For
example, if an attempt is made to delete a global query filter used by natification(s), or reports(s),
the page show below will appear.
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events: zd-hoc query | filters | notifications | console | reports
assets: gqueries | console | changes | reports

sites: configuration | updates

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

- b .
Delete A Query Filter oRibiyn. BN

Connectivity issues cannot be deleted because there are reports and notifications that rely on it.

Return to the Search List or Run a Query.

Notifications

The ASI event log manageent facility includes a powerful notification facility that lets you define
notifications triggered whenever support or management events that you are interested in occur.

Clicking on the notifications hyperlink that you find on the upper righthand corner of every page of
the ASI event log management facility will take you to the Event Notifications page.

At the top of the page right under the Event Notifications header, and at the bottom of the Event
Notifications page (see figure below) you will see faulinks to help you navigate the page:

T [ top | bottom | add | notifications ]

The Event Notifications page lists notifications currently available. The first section of the page,
shown below, is fairly selfexplanatory. However, three terms should be explained isome detail:

events: ad-hoc query | filters | notifications | caonsale | reports
assets: quenss | console | changes | reports

sites: 1 ation 25

provisioning: products | sites | metering | audit

information portal: event | asset | change | meter

tools: admin | census | help

Cve otificatior wser: hfn [lcq in 35 new user]
Evean Matiisaticos site filter: on [zet cite filter]
June 19, 2003

1 Notification Pricrity Color Key 5
I 1

L 1 I ]
Highest Lowest
[top | bottom | add | notifications ]
‘ Action ‘ Event Notification Name ‘ Event Notification Trigger | Who Should be Notified Priority ‘ m’::;:‘;"'ﬁ"'
lediz] access denied - general
H-“'F-Ii—g?-‘ﬂ Disabled conn - sccess denied fiftars returns at least 1| hit every time itis run. 3 60 minutes
{WI ) e] [2dd-in notinstalled Outhook error - add-in could noe be installed returns at least 1 hit every time it is 4 NS
FdLiate) Disabled run. min
[duplicate] [Ape! error Unexpactad spplication errors veturns atleast 1 hitevery time itis run 3 60 minutes
raapested [Last run: 2003-06-19 21:08:01 e ¥ i
[edit] ARCserve Db Eng error
H.u{z.uqnl Disakiled ARCserve Database Engine - error returns at least 1 hit every time itis run, 3 60 minutes
[=dic] ARCserve Jb Eng error
{[duplicate] | /2 ARCserve Job Engine - error returns at least 1 hit every time itis run. 3 60 minutes
|[delete]
Ledis] ARCserve Msg Eng error
[duplicate] | BTHSEEN ARCserve Massage Engine - ervor returns atleast 1 hit every time It is run. 3 &0 minutes
Ledicl ARCserve Tape Eng error
[duplicate] | 5 7ERrY ARCserva Tapa Engine - error returns at least 1 hit every time tis run. 3 60 minutes
[deletel
Ledir] ARCsarvalT arror
[duplicate] ARCservelT - arror raturns at least | hit every time itis run. 3 60 minutes
Tdalata) Disabled
[edit]
[duplicgts] [ARCFarselT evant ARCservelT - avent returns atleast 1 hit every time it is run. 3 60 minutes
[delete
L] attach block
[duplicate] Disabl Ermail attackment screening event veturns at least 1 hit every time itis run, 4 24 hours
[dalstel =sabled
PR E I I L F
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Event Notification Trigger i This is the number of times an event needs to occur in order to
trigger the notification. Every time the query filter used by a notification is run, the notification
event tracking mechanism counts onlynstances of the event that occurred since the last time the
guery filter was executed.

Priority i When adding a notification, you assign it a priority depending on the importance of the
event it is triggered by. Priority values range between 1 (highestahoted by the color red) and 5
(lowest denoted by the color blue).

Trigger Execution Frequency i This is the interval of time between executions of the query
filter used to retrieve events tracked by a notification. Its possible values are 3, 5, 10, i2ihutes,
one hour, one day, or one week.

If the query filter used to trigger a notification is deleted or replaced and the notification is not
AEAT CAA AAAT OAET Ci Uh OEA DPEOAOA O, AOGO 001 86
OEA x1l OAl DAAOAAG 8

(@}
>:
T

If a notification is configured to ignore events reported by the ASI client on selected machines
indefinitely, a phrase like the following will appear in the Event Notification Trigger entry for that
TT OEEEAAQEI 14 OwgAl PREREETEAAEE84 1 Al Aj O0Qe

If a notification is configured to ignore events reported by the ASI client on selected machines for a
finite period of time, a phrase like the following will appear in the Event Notification Trigger entry
£l O OEAO 11 OE ABAAEFEATA d A0)AGTAQEEISG OFEIl FrAAOAEs8

Adding and Saving a Notification

To add a notification, you click on theadd link at the top of the Event Notifications page. Doing this
will take you to the Add a Notifcation section of the Event Notifications page, shown below.
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