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Logging on 

To access the ASI event log management facility from any device with Internet access, start-up your 

browser and enter the following URL in the address box: 

¶ https://nanoheal.org/main  

¶ Substitute nanoheal.org with the URL of the ASI server your sites log to. 
 
After you press enter, the logon screen will appear. Enter your user name and password, and click 

ÏÎ ÔÈÅ Ȱ/+ȱ ÂÕÔÔÏÎ ÏÒ ÐÒÅÓÓ ÔÈÅ %ÎÔÅÒ ËÅÙ ÏÎ ÙÏÕÒ ËÅÙÂÏÁÒÄȢ 

This will take you to the Welcome  page (see below). You are now ready to start using the ASI event 

log management facility. 

 
 

At the top right-hand corner of every page on the ASI server, under the navigation bar, you will find 

the link user <name of user currently logged in > [Log in as new user]. When you click on the 

[Log in as new user] link, the logon screen will appear. Enter another user name and password, and 

ÃÌÉÃË ÏÎ ÔÈÅ Ȱ/+ȱ ÂÕÔÔÏÎ ÏÒ ÐÒÅÓÓ ÔÈÅ %ÎÔÅÒ ËÅÙ ÏÎ ÙÏÕÒ ËÅÙÂÏÁÒÄȢ 9ÏÕ ×ÉÌÌ ÎÏ× ÂÅ ÌÏÇÇÅÄ ÏÎÔÏ ÔÈÅ 

ASI server as the new user. 
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Event log management facility navigation  

You can access event management modules by clicking on the links under the Event Management  

heading on the Welcome page (see above), or to the right of the events: label at the upper right-

hand corner on any page on the ASI management server. 

The event log management facility modules include: 

¶ Ad-hoc query : create and run a one-time ad-hoc query based on a filter. 

¶ Filters : manage query filters. 

¶ Notifications : manage notifications. 

¶ Console : view notifications 

¶ Reports : manage reports. 

Site filtering  

Directly under the user link on any page on the ASI server, you will find the link site filter : <off or 

on> [set site filter ]. Clicking on this link will take you to the Site Filter page shown below. 

 

At the top of the page, right under the Site Filter  header, and at the bottom of the Site Filter page, 

you will see three links to help you navigate the page: 

¶ [  top  |  bottom  |  site filters ]  

The site filter function accessed via the Site Filter page, lets users with access to multiple site 

dynamically select the sites whose information they want to access, or on which they want to 

perform problem resolution, system management or maintenance activities, at any one time. 
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The On and Off radio buttons let you quickly turn site filtering on and off without having to de-

select the sites whose information you had previously chosen to view. The last site selection you 

made is retained so that if you want to go back to it all you need to do is turn site filtering on using 

the ON radio button. 

The [check all  | uncheck all ] links on the Site Filter page are self-explanatory. You can use the 

latter to quickly de-select sites chosen previously before making a new selection. The former is 

useful when you want to exclude only a few of the sites you have access. Selecting all sites with the 

[check all  button and then individually de-selecting the few you are not interested in is much 

easier and quicker than selecting all the sites whose information you want to access individually. 

As stated above, site filtering lets you access event, asset and site information only for selected sites. 

This means that all queries, reports run on demand, site configuration and update activities and 

census and asset information will cover only the sites you selected. 

You should note that with regards to reports, on-demand execution refers to event reports 

configured with an immediate run time, and asset reports run using the [run ] link to the left of an 

asset report entry on the Asset Reports page. 

Regardless of whether site filtering is on or off, all scheduled notifications and reports will continue 

to cover the sites they were originally configured for. Site filtering for scheduled notifications and 

reports is handled in a different manner. 

Ad-hoc Event Query Form 

Clicking on the ad-hoc query link under the Event Management  heading on the Welcome page or 

to the right of the events label at the upper right-hand corner on any page on the ASI management 

server, will take you to the Ad-hoc Event Query Form page shown below. 
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Please note that clicking on the [Edit a Query Filter ] link to the right of the right of the Event 

Queries  list will take you to the Query Filters  page. It will not take you to the edit page for the 

query filter that you might have selected in the Event Queries list. 

Scrip number  

Each Scrip (automated procedure) in the ASI, be it symptom detection, problem resolution or 

system management procedure, is identified by a number. The following table provides a one-line 

description for the Scrips currently implemented: 

Scrip 

Number  
Scrip Description  

0 Client Internal Error Log 

6 Memory Statistics 

8 Orphaned Log File Sent as Attachment 

9 Scandisk Execution 

10 Scandisk dialog box creation 

12 Symantec Virus Definition Management 

13 Virus Scan Dialog Box Creation 

14 MS Internet Account Dialog Box Creation  
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15 Anti Virus Scan Execution 

16 MS Internet Explorer History Folder Dialog Box Creation 

17 Executable Detected 

18 ASI Client Shut-down / Re-start 

19 Disk Defragmenter Execution (MS Windows 9x and Me)  

20 Disk Defragmenter Dialog Box Creation 

21 File / Folder Deletion Dialog Box Creation 

24 Silent log Check 

26 Executable Usage Profiler 

27 System Start-up Environment Control 

38 Fault Detected 

42 Password Lockout Resolution 

43 ASI Client Tools 

45 Port Probe Detected 

46 Error Dialog Box Creation 

47 Warning Dialog Box Creation 

48 Information Dialog Box Creation 

49 Question Dialog Box Creation 

50 Process Creation Detected 

51 Process Completion Detected 

60 Clean Folders 

61 System Survey 

62 Scandisk Files Clean-up (MS Windows 9x and Me) 

63 ASI Client Start-up 

64 ASI Client Shut-down  

65              Trace back Information on Client Internal Error  

68 User Has Changed System Date and Time 

69 Chkdsk Files Clean-up (MS Windows NT4, 2000, XP, and Server 2003) 

70 Software Installation Detected  

71 Software Removal Detected 

72 Scandisk Log Produced at Start-up Found 

73 System Restart 

74 Printer Added / Removed 

76 Netscape Preferences Dialog Box Creation 

77 Windows Event Log Change Detected 

79 Eudora Mail Preferences Dialog Box Creation Detected 

80 Pegasus Mail Preferences Dialog Box Creation Detected 

84 Network Connectivity Status 

86 Synchronization of System Clock with Time Server 
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87 Difference between System and Time Server Clock Exceeds Configured Threshold 

88  Network Devices and Services Availability 

89 Scheduled Program Execution 

90 McAfee Virus Definition Management 

92 Disk Defragmenter Execution (MS Windows NT4 and 2000) 

93 Report Running Processes 

94               Dialog Box Creation  

95               Logical Disk Statistics  

96               Processor Statistics 

97               Physical Disk Statistics 

98 Network Statistics 

100             File Distribution and Retrieval 

101             Printer Installation and Removal 

164             Email Attachment Filtering Log 

165             File Download Filtering Log 

174  User Logon-logoff tracking 

175 McAfee VirusScan Executions 

176            Service Restart (MS Windows NT4, 2000, XP, and Server 2003) 

177            Scrip Configuration Update 

178 Microsoft Windows Networking Denied Access 

187 Machine List Management 

188 Email Attachment Filtering 

189            File Download Filtering  

191            TCP/IP Connectivity Problem Management 

192            Program Execution Control 

196            Software Patch Application 

197            Network Configuration Change Detected 

199 Registry Change Detected 

201 Network Device Driver Management 

208 Software Update 

211            Disk Defragmenter Execution (MS Windows XP and Server 2003) 

212            Scheduled Program Execution 

213            Scheduled Program Execution 

214 Scheduled Program Execution 

215 Scheduled Program Execution 

216 Print Queue Problem Resolution 

217 Clean Folders 

218 Clean Folders 

219 Clean Folders 
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220 Clean Folders 

221 Clean Folders 

222 Report File Attributes 

223 ASI Client Installation and Deployment 

225 Directory and File Change Detection and Prevention 

227 Process and Service Shutdown-Restart 

228 Network Packet Filtering 

229 Application Provisioning 

230 Application Metering 

231 Client Heartbeat 

232 Intrusion Protection Control 

233 System Start-up Environment Management 

236 On-demand Remote Control 

238 Symantec Anti Virus Definition Dates Log 

239 McAfee Anti Virus Definition Dates Log 

240 Intrusion Protection Management 

Type 

Type refers to the type of dialog box detected. Currently, the ASI detects four types of standard Microsoft 

Windows dialog boxes as separate events: 

¶ Error  

¶ Warning 

¶ Information  

¶ Question 

 
These are the values that can be selected for this entry using the pull-down menu attached to the 

entry box. 

However, we should note that Scrip 94 detects dialog boxes of the types listed above, and all others. 

Executable 

ASI detects process start-ÕÐ ɉÃÒÅÁÔÉÏÎɊ ÁÎÄ ÃÏÍÐÌÅÔÉÏÎ ÆÏÒ ÁÌÌ ÐÒÏÃÅÓÓÅÓ ÅØÅÃÕÔÅÄ ÏÎ Á ÕÓÅÒȭÓ 

system. Executable information is also captured when other events are detected, for example 

application or system crashes. Using this entry, you can identify all occurrences of a specific process 

Window Title  

With this parameter, you can select dialog boxes by their title. This can be particularly useful for 

selecting important events (e.g. errors) generated by a specific application. For example, the query 

ÆÉÌÔÅÒ Ȱ-3 7ÏÒÄ ÅÒÒÏÒÓȱ ×ÉÌÌ ÌÏÏË ÁÎÄ ÒÅÔÕÒÎ ÁÌÌ ÉÎÓÔÁÎÃÅÓ ÏÆ ÅÒÒÏÒ ÄÉÁÌÏÇ ÂÏØÅÓ ÇÅÎÅÒÁÔÅÄ ÂÙ 

Microsoft Word. 
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Text  

You can use this entry for single keyword queries of all information logged by the ASI Client 

running on the end-user system, including window text content, messages detected, Fault types, 

ÔÁÓË ÎÁÍÅÓȟ ÆÁÉÌÅÄ 52,ȭÓ ɉÔÙÐÉÃÁÌÌÙ ÄÕÅ ÔÏ ÍÉÓÓÐÅÌÌÉÎÇÓɊȟ ÆÉÌÅ ÌÏÃÁÔÉÏÎÓȟ ÎÁÍÅ ÏÆ ÐÒÏÃÅÓÓÅÓȟ ÄÉÁÇÎÏÓÔÉÃ 

reports, fault information, and detailed logs of the tasks performed by every Scrip. 

Query Filters  

The ASI event log management facility lets you create and save query filters that you can re-use 

when querying the event log database. Once you add a query filter, you can select it by clicking on it 

in the box next to the Query Filters label in the Ad-hoc Event Query Form page. 

You can select one query filter at a time or you can select multiple query filters by keeping the Ctrl 

key on your keyboard pressed while clicking on the query filters you want to select. 

Executing a query with multiple query filters selected will retrieve events that meet the criteria of 

ÁÎÙ ÏÆ ÔÈÅ ÓÅÌÅÃÔÅÄ ÑÕÅÒÙ ÆÉÌÔÅÒÓȢ )Î ÏÔÈÅÒ ×ÏÒÄÓȟ ÉÔȭÓ ÅÑÕÉÖÁÌÅÎÔ ÔÏ ÁÎ Ȱ/2ȱ ÏÐÅÒÁÔÉÏÎ ÏÖÅÒ ÁÌÌ ÔÈÅ 

selected query filters. 

To de-select a query filter, click on it while holding down the Ctrl key. 

You can add query filters that you would like to save for future re-use by clicking on the Add a 

Query Filter link. 

When you want to edit a query filter you click on the Edit a Query Filter link. This will take you to 

the Query Filters page. 

Please refer to the ASI Event Log Management Query Filters document for a complete listing of 

query filters currently available. 

You can access this document and download it by clicking on the Query Filters  Examples hyperlink 

on the Help Index page or on the some examples link at the bottom of the Add a Query Filter page. 
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Event Query Results 

 

 
As the name suggests, the Query Results page reports the results of a query of the ASI event log 

database. As you can see from the page shown above only selected database fields are reported. 

Query results can be sorted based on any of the fields, except for the Text field, by clicking on the 

column header for each field displayed in the Query Results page. The default sorting order is by 

date descending (i.e. latest date first). Clicking on a column header a second time reverses the sort 

order. 

We should also note that the date and time listed under the server time column is the date and time 

taken from the server on which the event log management facility resides, i.e. the date and time at 

which the Scrip log was received by the server not the time at which the Scrip was executed on the 

ÕÓÅÒȭÓ ÓÙÓÔÅÍȟȢ 

Clicking on the Detail button will take you to the Event Detail page shown below. 
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The content of each entry in the Event Detail page varies depending on the Scrip that was triggered 

ÂÙ ÔÈÅ ÅÖÅÎÔȢ 0ÌÅÁÓÅ ÒÅÆÅÒ ÔÏ ÔÈÅ %ÖÅÎÔ $ÅÔÁÉÌ ÐÁÇÅ ÈÅÌÐ ÆÉÌÅÓ ÆÏÒ Á ÄÅÓÃÒÉÐÔÉÏÎ ÏÆ ÅÁÃÈ 3ÃÒÉÐȭÓ ÄÅÔÁÉÌ 

page. You can access them directly from Event Detail page by clicking on the view a description 

hyperlink. 

Clicking on the events occurring about the same time link will take you to a page that lists the 

events that took place on the system in question within an interval of +/- ten minutes. 

Clicking on the asset information link will take you the Asset Detail page of the system whose ASI 

client reported the event. 

Detail pages for the logs of Scrip 38 (Faults detection and reporting), Scrip 77 (MS Windows event 

log event detection and reporting and 94 (Dialog box detection and reporting) also contain a 

knowledge base link (see below). Clicking on it will take you to the Support Query Module (SQM). 

Please refer to the Automated Support Query Module User Guide, accessible through the Help Index 

page, for a detailed description of its capabilities and operation. 
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Query Filters  

Clicking on the filters link at the top right-hand corner of any page on the event log management 

facility will take you to the Query Filters page. 

At the top of the page, right under the Query Filters header, and at the bottom of the Query Filters 

page, (see figure below) you will see four links to help you navigate the page: 

¶ [ top | bottom | add |  filters  ] 

You will find these links also at the bottom of the Query Filters page. 

 

 

 

http://corporateink.ne.mediaone.net/hfn/
http://corporateink.ne.mediaone.net/hfn/
http://www.nanoheal.org/hfn/
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Adding and Saving a Query Filter  

To add a query filter you can click on the add link at the top of the Query Filters page, on the 

[Add a Query Filter] link on the Ad-hoc Event Query Form page, or on the [Add a Query Filter] link 

that can be found on the add, edit, or duplicate pages for notifications and reports. 

Clicking on any of these links, will take you to the Add a Query Filter page as shown below. 
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The page is fairly self-explanatory. A few things to note are: 

¶ The current limit to the name of a query filter is 50 characters including spaces. Query filter 

names can be changed. 

¶ Privileged users can define a query filter to be either local or global by checking the checkbox 

to the right of the label Global. 

Privileged users are the only ones that can create query filters that are global. Non-privileged users 

ÄÏÎȭÔ ÓÅÅ ÔÈÅ 'ÌÏÂÁÌ ÃÈÅÃËÂÏØȢ 'ÌÏÂÁÌ ÑÕÅÒÙ ÆÉÌÔÅÒÓ ÃÁÎ ÂÅ ÓÅÅÎ ÂÙ ÁÌÌ ÕÓÅÒÓ ×ÉÔÈ ÏÎÅ ÅØÃÅÐÔÉÏÎȡ ! 

user with a local query filters with the same name as a global query filters will see the local query 

filters instead of the "global" one. In general, a privileged user will create global query filters (the 

default setting) if he/she wants other users to be able to use the query filter. If he/she wants to 

create a query filter for administrative or testing purposes, he/she would create a local query filter. 

You should note that for global query filters, there is only the one record. Any changes a privileged 

user makes to the global query filter will impact all users. If you want to change a global query filter 

for testing or administrative purposes before making any changes you should make a duplicate of 

the query filter, and mark that copy as local (i.e. uncheck the global box). 

 



           © 2000 - 2009 HANDSFREE NETWORKS                                                                                                                                                                       Page 16 
                                                                                                                                 

 

                            ReSOFT User Guide 
 

 

 

 

Ignore the two # signs bracketing the word text in the query filter example given on the page. 

Instead of #text# you should simply use the name of the fields of the database. They are: 

¶ Clientsize 

¶ Clienttime 

¶ Clientversion 

¶ Customer 

¶ Description 

¶ Executable 

¶ id 

¶ machine 

¶ path 

¶ priority  

¶ scrip 

¶ servertime 

¶ size 

¶ string1 

¶ string2 

¶ text1 

¶ text2 

¶ text3 

¶ text4 

¶ type 

¶ uuid 

¶ username 

¶ version 

¶ windowtitle  

 
In order to better check query syntax you might want to use any text editor or word processor to 

build a search and then copy and paste it into the Filter String box on the Add a Query Filter page 

once you are satisfied that query syntax is correct. 

Clicking on the some examples hyperlink will take you to a page with sample Query Filters (See 

below). You can use these examples as starting points for your own searches by selecting the text 

ÒÅÐÒÅÓÅÎÔÉÎÇ ÁÎÙ ÏÎÅ ÑÕÅÒÙ ÆÉÌÔÅÒȟ ÃÏÐÙÉÎÇ ÉÔ ɉ#42,Ϲ# ÏÒ ÓÅÌÅÃÔÉÎÇ %ÄÉÔ ÆÒÏÍ ÔÈÅ ÂÒÏ×ÓÅÒȭÓ ÍÅÎÕ 

bar and then Copy), and pasting it (CTRL+V or selecting Edit from the browser menu bar and Paste) 

into query filter text box to the right of Filter String on the Add a Query Filter page. 
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Once you have entered query text into the box next to the Filter String label, pressing the Add 

button will take you to the Query Filter Added page as shown below. 

 

 

 
 
 

 

 
The Query Filter Added page serves simply the role of confirming the operation just completed. 
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Editing a Query Filter  

Clicking on the [edit] link to the left of a query filter name will take you to the Edit a Query Filter 

page shown below. 

 

On this page, you can: 

¶ Change the name of a query filter by simply typing on the text box to the right of Name. 

¶ Edit a query filter by typing directly into the query text box to the right of Filter String. 

 
Privileged users can change a global query filter into a local one by unchecking the Global checkbox, 

unless there are notifications and reports based on the global query filter. In this case, a privileged 

user cannot turn a global query filter into a local one. The Global checkbox on the Edit a Query Filter 

page is grayed out and the following phrase is displayed to the right of it: (This Query Filter must 

remain global because there are Notifications and Reports that rely on it.). 

Non-ÐÒÉÖÉÌÅÇÅÄ ÕÓÅÒÓ ÄÏÎȭÔ ÓÅÅ ÔÈÅ 'ÌÏÂÁÌ ÃÈÅÃËÂÏØȢ 4ÈÅÙ ÃÁÎ ÓÅe and use global query filters. If 

they make any changes to a global query filter, a new local copy is created automatically, so that 

they never can directly edit a global query filter. In this way, non-privileged users have their own 

"personalized" copy of the query filter. If they don't change the name, the original global query filter 

×ÏÎȭÔ ÓÈÏ× ÕÐ ÉÎ ÔÈÅÉÒ ÌÉÓÔȟ ÏÎÌÙ ÔÈÅ ÌÏÃÁÌ ÃÏÐÙ ×ÉÌÌȢ )Æ ÔÈÅÙ ÄÏ ÃÈÁÎÇÅ ÔÈÅ ÎÁÍÅȟ ÔÈÅÙ ×ÉÌÌ ÓÅÅ ÂÏÔÈ 

the global and local query filters. If, at some point, they delete the local copy of a global query filter 
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with the same name as a global query filter, the global query filter will re-appear in the list on the 

Query Filters page. 

Once you have finished editing the query, clicking on the Submit button below the query text box 

will take you to the Query Filter Updated page shown below. 

 

Duplicating a Query Filter  

In some instances, it may be useful to use a query filter as template for building other query filters 

that may differ from the template only in one or two parameters. 

For example, you may want to create a query filter that retrieves connectivity issues only for one 

system. To do this, you would click on the [duplicate] hyperlink at the left of the Connectivity issues 

query filter. Doing this will take you to the Duplicate a Query Filter page shown below 
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)Î ÔÈÉÓ ÃÁÓÅȟ ÙÏÕ ×ÏÕÌÄ ÁÄÄ ÍÁÃÈÉÎÅ Ѐ ȬЃname of machineЄȭȟ ÃÈÁÎÇÅ ÔÈÅ ÎÁÍÅ ÏÆ ÔÈÅ ÑÕÅÒÙ ÆÉÌÔÅÒ ÔÏ 

reflect its modified content, and click on the Submit button. This will take you to the Query Filter 

Duplicated page shown below. 

 

Deleting a Query Filter  

On the Query Filters page you will also be able to delete query filters. Clicking on the Delete  button 

to the left of any search name will take you to the Delete a Query Filter question page shown below. 

 

 
Clicking on No will take you back to the Query Filters  page. Clicking on Yes will take you to the 

Query Filter Deleted page shown below. 

 

A user cannot delete a query filter used by notification(s), or report(s), or one he/she did not 

create. In this way, we avoid inadvertent mistakes that would affect a large number of users. For 

example, if an attempt is made to delete a global query filter used by notification(s), or reports(s), 

the page show below will appear. 
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Notifications  

The ASI event log management facility includes a powerful notification facility that lets you define 

notifications triggered whenever support or management events that you are interested in occur. 

Clicking on the notifications hyperlink that you find on the upper right-hand corner of every page of 

the ASI event log management facility will take you to the Event Notifications page. 

At the top of the page right under the Event Notifications header, and at the bottom of the Event 

Notifications page (see figure below) you will see four links to help you navigate the page: 

¶ [  top  |  bottom  |  add  |  notifications ] 

The Event Notifications page lists notifications currently available. The first section of the page, 

shown below, is fairly self-explanatory. However, three terms should be explained in some detail: 

 

http://corporateink.ne.mediaone.net/hfn/
http://corporateink.ne.mediaone.net/hfn/
http://corporateink.ne.mediaone.net/hfn/
http://corporateink.ne.mediaone.net/hfn/
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Event Notification Trigger  ï This is the number of times an event needs to occur in order to 

trigger the notification. Every time the query filter used by a notification is run, the notification 

event tracking mechanism counts only instances of the event that occurred since the last time the 

query filter was executed. 
 
Priority  ï When adding a notification, you assign it a priority depending on the importance of the 

event it is triggered by. Priority values range between 1 (highest denoted by the color red) and 5 

(lowest denoted by the color blue). 
 
Trigger Execution Frequency  ï This is the interval of time between executions of the query 
filter used to retrieve events tracked by a notification. Its possible values are 3, 5, 10, 20 minutes, 
one hour, one day, or one week. 

 

If the query filter used to trigger a notification is deleted or replaced and the notification is not 

ÃÈÁÎÇÅÄ ÁÃÃÏÒÄÉÎÇÌÙȟ ÔÈÅ ÐÈÒÁÓÅ Ȱ,ÁÓÔ ÒÕÎ ȣȱ ÕÎÄÅÒ ÔÈÅ ÎÁÍÅ ÏÆ ÔÈÅ ÎÏÔÉÆÉÃÁÔÉÏÎȟ ×ÉÌÌ ÂÅ ÒÅÐÌÁÃÅÄ ÂÙ 

ÔÈÅ ×ÏÒÄ Ȱ)ÎÖÁÌÉÄÁÔÅÄȱȢ 

If a notification is configured to ignore events reported by the ASI client on selected machines 

indefinitely, a phrase like the following will appear in the Event Notification Trigger entry for that 

ÎÏÔÉÆÉÃÁÔÉÏÎȡ Ȱ%ØÃÌÕÄÉÎÇ ЃÍÁÃÈÉÎÅ ÎÁÍÅɉÓɊЄ ÉÎÄÅÆÉÎÉÔÅÌÙȢȱ 

If a notification is configured to ignore events reported by the ASI client on selected machines for a 

finite period of time, a phrase like the following will appear in the Event Notification Trigger entry 

ÆÏÒ ÔÈÁÔ ÎÏÔÉÆÉÃÁÔÉÏÎȡ Ȱ)ÇÎÏÒÉÎÇ ЃÍÁÃÈÉÎÅ ÎÁÍÅɉÓɊЄ ÕÎÔÉÌ ЃÄÁÔÅЄȢȱ 

Adding and Saving a Notification  

To add a notification, you click on the  add link at the top of the Event Notifications page. Doing this 

will take you to the Add a Notification section of the Event Notifications page, shown below. 

http://corporateink.ne.mediaone.net/hfn/
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